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Introduction

There are several ways to archive and/or manage e-mail with Semantica. This
document describes the implementation of mail journaling on an IBM® Lotus®
Domino™ server to a mailbox that is popped by the Semantica PopReader.
Messages are processed by the Semantica MailArchiver, which places them into the
Semantica Database.

This document assumes a working IBM® Lotus® Domino™ server and access to the
Domino Administrator application with administrator privileges. The following steps
need to be executed for the interface to work:

1. Enable the POP3 service

2. Starting and stopping the POP3 service

3. Add Mail-in database

4. Enable journaling

5. Create an Account

6. Create Mail database

7. Create an ACL entry

8. Define a journaling rule

9. Configure the Semantica PopReader

10. Starting and stopping the Semantica PopReader

These steps are described in detail below. As a reference the Domino Administrator
documentation was used and excerpts are taken from that. The screenshots are

captured from a IBM® Lotus® Domino™ server Release 8.0 installation on a
Windows 2003 Server platform.
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Enable the POP3 service

IBM® Lotus® Domino™ server can be equipped with a POP3 service during
installation, or this service can be enabled afterwards.

1. From the Domino Administrator, click the Configuration tab and then open the
Server document for the server that should run the POP3 service;

ACKME Diomain

Feople & Groups l Filesl Server... l Meszaging. . l Heplicatinn] Configuration l

Releaze 8.0 on *Windows HT 5.2

» O Server (@) add server ($)ead
5

i Server polluxiACME

] Cumert Server Document

T Al Server Documerts Damain Sewe;Name o~
= I:u:unflgur..atluns # ACME

T Connections

T Programs

T External Domain Metwiork [nf

ol ura b E

2. Click the Ports, Internet Ports and Mail tabs successively;

3. To enable the default TCP/IP port, in the Mail (POP) column, change the value of
the TCP/IP port status field to Enabled,;

Web l Directary l %ﬁil l OHoP l Remote Debug kManager l Server Controller l

TCRIP port number: 143, 110,
TCRIP port status: "Dizabled =] "Enabled ;=
Enforce zerver access rNI:IJLI rNDJ;l
zettings:

4. Click Save and Close.
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Starting and stopping the POP3 service

You can load the POP3 service manually or start it automatically when you start the
IBM® Lotus® Domino™ server.

To do this Perform this task

Start the POP3 service manually Enter the following command at the console:
load POP3

Start the POP3 service Edit the ServerTasks setting in the NOTES.INI

automatically when you start the file to include the command POP3. IBM®

Domino server Lotus® Domino™ adds the POP3 task by

default to the NOTES.INI file if you select the
POP3 service during installation.

Stop the POP3 service Enter the following command at the console:
tell POP3 quit

Example ServerTasks setting in NOTES.INI:

ServerTasks=Update,Replica,Router,AMgr,AdminP,CalCo nn,Sched,HTTP, POP3,RnRMgr
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Add Mail-in database

The mail-in database is designed to allow mail to be received by a database that is
set up to receive mail, without the mail being added to a person's mail file.

1. From the People & Groups tab of the Domino Administrator, choose the Mail-In
Databases Resources view;,

2. Click Add Mail-In database;

ACME Domain

Feople & Groups l Filez l Server... l teszaging... | Replication l Configu

Server: polluxdACME
Releaze 8.0 on Windows NT 5.2

# L) Domino Directories _ |
Add ka-ln Datab |
» L] ACME's Directary ET;&” atabaze
" Pn FPeople A

09& by Qrganization
by Client Wersion

o [,S}ﬁ Groups

¥ .E% b ail-ln D atabazesz and B
o%; by Organization

< Databaze

3. On the Basics tab, complete the fields;

Basiu:@ Otherl Comments l Administration l

b ail-in name: " Journal Mail-in Dormain: "BCME
Description: J‘._h:uurnalfu:ur.-“-‘-.CI'-fiEJ Server: j"|:u:u||u::-c.f.-’-'-.CI'vu'1EJ;l
Internet Address: T File name: rj-:uurnaIJ
Internet meszage " Prefers kAlbAE g =]

starage:

Encrept incoming mail; rNDJLI

4. Click Save & Close.
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Enable journaling

1. From the Domino Administrator, click the Configuration tab and expand the
Messaging section;

2. Click Configurations;

3. Select the Configuration Settings document for the mail server or servers where
you want to journal mail, and click Edit Configuration;

ACME Diamain

People & Groups ] Files] Semver... ] Meszaging. . ] Heplicatian] Configuration l

e Server: polludACME
H Feleaze 8.0 on wWindows MT 5.2

[ Server ,.-:-.,.j.j Configuration Edit Cnnfigk:ratinn|

» B4 Messaging

] Messaging 5ettings Serer Name fE—
T Domainz

ollu=iaChE
T Connections Ip

T Canfigurations

T Internet Sites

T File Identifications
» 3 Replication

4. Click the Router/SMTP, Advanced , Journaling tabs successively;
5. Complete the fields;

Journaling | Commands and Extensionz l Controls l

Journaling: rEnabIedJﬂ

Field encryption " Farm: Fram: Principal; PostedDate 4
exclusion list

kdethod: "Send to mail-in databaze /=]

hdail Deztination: " Journal bl ail-in =]

Journal Recipients: rDiSablEJLI

*Reminder. & journaling mail rule iz needed to properly enable meszage journaling.

6. Click Save & Close.
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To access mail files on the IBM® Lotus® Domino™ server, a POP3 user must have

a Person document in the Domino Directory.

1. From the Domino Administrator, click the People & Groups tab;

2. Select Domino Directories - Address Book — People;

3. If no Person document exists for this user, click Add Person to create a new

Person document;

ACME Damain

Feople & Groups l Filesl Sermver... l Mezzaging... l Replicatic
Semver polluxfACME
Releaze 8.0 on Windows NT 5.2
¥ EHI Drarmino Directanies

Add P |
/Q@ ACMWE's Directary .—h ErEan
- .91 Feople | 2y

L -

4. Fill in the appropriate fields;

L
First narme: rlJ
kdiddle name: rJ
Laszt narne: j‘I:ilu:n:sDEU
Llzer name: rdDCSE”:IJ
Alternate name:
Short namelllzerlD rJ
andlor Internet addrezs
for R4 = ShATP pATA:
Ferzonal title: rJ;l
Generational qualifier: rJ;l
Internet password: Enter Passward
(ET+HE S+ kT Tl IK B Sy
Preferred language: rJ

5. Click Save & Close.

b ail swstem:
Damain:

kdail zerver:

kdail file:
Forwarding address:
Internet address:

Format preference for
incoming mail:

When receiving
unencrypted mail,
encrvpt before staring in
vaur mailfile:

TPOP ar IMAP =
TACME
" polludACE =]
rju:uurnaIJ

T
A

P
H

" Prefers MIME 4=

"Moo =

e E——
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Create a Mail Database

Each POP3 user must have a mail file on the IBM® Lotus® Domino™ server. You

can create the mail file automatically during user registration, or you can manually

create a mail file. If the user is already a registered IBM® Lotus® Notes® user who
has an existing Notes mail file and if you set up the Person document to use POP3
as the mail system, the user can use a POP3 client to access the mail file.

If a user does not have an existing mail file on a Domino server, create a new mail
one as described in the following procedure.

1. Choose File, Application, New or press Control-N;

2. Fill in the fields;

Mew Application [ X |
Server | pollus/ACME vl [ ok |
Tile  |MailJoumal |
Eile name |iu:uurna|.n$f | @

Encruptiar...
[ ] Create full text index for zearching

Server | Loczal w |

Template | [ Feed Content -

E Lotuz SmartSuite Librarny [7] B

E Microzoft Office Library [7]
E Perzonal Address Book

E Perzonal Joumal [8] E
File name |mail8.ntf | | About,.. I
[ ]5how advanced templates
Inherit future design changes y

3. From the list of template names, select Mail 8 with the filename MAIL8.NTF, and
click OK.
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After Domino creates and opens the mail file, determine what level of access is
appropriate for both the user and you, as the administrator. Then, edit the Access

Control List (ACL) as follows:

1. From the Files tab select the Mail Journal database and click Manage ACL... in

the Tools section;

| Tile % | Filename & Physical Path & | File Fomat & | Siza & | =T
@ ACME's Certification Loy certlog.nsf EDominoldatalcertlc BB 43:0) 458.752 y
@ ACME's Directory names.nsf EiDominaldatalnam RE 43:00 15466496 > % Falder
@ Administration Request: admind nsf E\Dominoldataladm RE (43:0) 2.621.440
@ Catalog (8) catalog.nsf EDominoldatalcatal BE 43:0) 1.686.528 = Database
@ CPP FreeBusy WebSemn cppfbws.nsf EiDominoldatalcppft RE 43:00 589,824
@ cppfbuvs cppfbwws. ntf EDominoldatalcppft BB (43:0) 5849824
@ Camina Directory Cache dbdirman.ngt  ElDominoldataldbdi BE 43:0) 746 496
@ Comina Domain bMonite ddm.nsf EDomincldatalddm RE 43:00 6.815.744
@ Domino Web Administr: webadminnsf ElDominoldatabweb: BE (43:0) 7.864.320
@ CPl {Dormino Portal Inte dpicfg.naf EADominaldataldpict RE (43:0) 944 640
& Homepage (5) homepage.ngf ElDominoldatathom BB {43.0) 458,752
@ Jawa AgentRunner agentrunner.ns EADominoldataltger RE (41:0) 458.752
@ Laocal free time infa busirme. nsf ElDominoldatalbusy RE 43:0) 393216
& Lotus Motes/Daorino Fa Indfr.nsf EADomino\datalindfr. BB {43.0) 1.198.080
@ Lotuz MotesfDomino Sn Indsutr.nsf EDomincldatalindsy BE (43:0) 838 656
S
@ tonitoring Configuratio eventsd nsf EDominoldataleven BB (43:0) 28573 696

2. From the Access Control List dialog box, create an ACL entry for the user by
clicking Add and then selecting the user's name from the Domino Directory;

Access Control List to: Mail Journal

Usger tym

-

_v!_] Basics

W People, Servers, Groups | Show Al
Dg— Diefault-

LL Anonymous

@8 Adv [l LocalDomainServers

[0 OtherDomainS ervers
& pollux/aCME
& STYSTEM/ACME

Add User

Access

Delet

Creat
Creat

Peaple. Servers, Groups [wiite
r Regli
| ok, I | Cancel | Roles
£
| | Remove |

| Effective Soress... |

Full name:

| Add... | | Renane...
|

s User tupe | Perzon

[ron PDCEES | M anager

Create documents

/] Delete documents

Creal [
0 s k reate private agents

Create personal folders views
Create shared folders/views
Create LatuzSeriptdlava agents
Read public documents

Write public documents

Replicate ar copy documents

3. Set the user type to Person and select the level of access. Users require at least
Editor with Delete document access. Click OK to save the entry and close the ACL.

© Copyright SEMANTICA Groep B.V.

KEEP =
T ==
SIMPLE ==

10



SEMANTICA

document solutions

Define a journaling rule

You can create content filtering rules for a server that define actions to take on
certain messages. When a new message that meets a specified condition is
deposited in a mailbox, a possible action can be to journal this message.

1. From the Domino Administrator, click the Configuration tab and expand the
Messaging section;

2. Click Configurations;

3. Select the Configuration Settings document for the mail server or servers you want
to administer, and click Edit Configuration;

| 8 ACME Domain |

People & Groups l Files l Server... l Messaging... l Replication EaniguratiDnl

W Server: polluxfACME
H Releaze 8.0 on Windows NT 5.2

v [ Server .-i'-.u:lu:l Configuration El:lit Cunﬁgurati0n| .D

» B4 Meszaging

] Meszaging Settings Server Marme v Parameters
T Daomains

allussfAChE
T Connections Ip

T Configurations
T Intemet Sites
T File |dentifications

5. Click the Router/SMTP, Restrictions and Controls and Rules tabs successively;

6. Click New Rule;

o —
Configuration Settings w ‘
.--—il‘-)f‘d' j
Basics | Security | Smart Upgrade | RoutedSMTP | MIME | NOTES.INI Settings | Doming web Access | IMaP | SNMP | &

Bazics l Restrictions and Controls... } hezzage Dizclaimers l Meszage Tracking ] hezzage Recall ] Advanced... l

Restrictionz l ShTPF Inbound Controle ] SMTP Outbound Controls ] Delivery Controlz l Transfer Controls l Rules l

Newﬂule... EditHuIe... Deleteﬂule @aneUp @MDVEDDWH @Enableﬂule @Disableﬂule

7. In the Specify Conditions section of the New Rule dialog box, set the criteria the
server uses to determine whether to apply a rule to a given message, e.g. The
internet domain contains acme.local;

8. Click Add;

9. Specify action ‘journal this message’ and click Add Action;
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Server Mail Rule - Hew Rule

Thiz rule is; ® On  Off
Specify Conditiong

Create: @ Condition ¢ Exception

AMND V”sender V||cnntains V| |

When mail messages arrive that meet these conditions:
when: add
Internet Damain contains actme. local

Remove

fik |

Remove All

Specify Actions

journal thiz mezzage hd

Perform the following actions:
Jaournal this Mezzage Add Action

Remove

]

Rermove &ll

o4 { | Cancel

11. To save the rule and put it into effect immediately, click OK;

12. Click Save & Close.

Note: The Configuration Settings document displays new mail rules only if the
document has been previously saved.

When you add a new rule, it takes effect only after the server reloads the mail rules.
A reload is automatically triggered if the Server task detects a rule change when
performing its routine check of the Configuration Settings document. This check
occurs approximately every five minutes.

You can force the server to reload rules, using the console command: set rules
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Configure Semantica PopReader

Semantica PopReader is designed to access POP3 mailboxes like the one created
previously. In order to access this mailbox the following information is needed:

* User/Accountname (e.g. Semantica)

» Password (e.g. SAMT6H!%YAMNzqGwW&Y"vWHU+)
* Mailserver (e.g. pollux)

* POP3 Port (default 110)

This information is added to the Semantica PopReader configuration file
POPREADER.XML located in the conf directory of the Semantica installation. A
sample of a configuration file is listed below.

<?xml version="1.0" encoding="UTF-8"?>
<l--
(c) Copyright 2008, SEMANTICA B.V. All rights rese rved.
This software is the proprietary information of SE MANTICA B.V.
Settings for the Semantica mail archivers.
>
<config>
<l-- The interval at which to check the mail accoun t-->
<interval>10m</interval>
<l-- The host of the POP server -->
<host>pollux</host>
<!l-- The port of the POP server -->
<port>110</port>
<l-- The username of the mail account -->
<user>Semantica</user>
<!l-- The password of the mail account -->
<password>S4AMT6H!%YAMNJzqGw&Y"vVHU+</password>
<l-- Host where the mail archiver is running -->
<mailarchiver-host>castor</mailarchiver-host>
<!l-- Port where the mail archiver is running -->
<mailarchiver-port>8185</mailarchiver-port>
<l-- Should the messages be deleted from the server ->
<delete>true</delete>
<l—
The maximum number of messages to process at a time
0 means all messages at once. -->
<max>0</max>
<l—
Do not write messages to the mailarchiver but
write them to a directory.
<dir></dir>
-->
<l--
Rules can be defined here.

The email will be send to the email archiver config for
the first matching rule. When no rules match the em all
will not be archived.

->

<rules>
<rule config="MAIL">

<equals field="X-Semantica" value=""/>

</rule>

</rules>

</config>

# P
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Starting and stopping the Semantica PopReader

The Semantica PopReader can be started in several ways. The process will run in
the background as daemon (Unix)/service (Windows) or in the foreground as a
console operation.

Note: all scripts are located in the bin directory of the Semantica Installation. The
Windows scripts are used as examples. Substitute .bat for .sh on Unix

C:\Program Files\Semantica\bin> Semantica.bat start popreader

or
C:\Program Files\Semantica\bin> Semantica.bat stop popreader

to respectively start and stop the Semantica PopReader process.

Starting the Semantica PopReader Process in the foreground type

C:\Program Files\Semantica\bin> Semantica.bat conso le popreader

and output is shown like below.

=+ Command Prompt - semantica.bat console popreader

=

i
5 5
=

-
=
=
=
-

=

Press Citrl-C to stop the Semantica PopReader and corresponding batchjob.

On Windows processes are installed as services. You can use the management
console application to control the Semantica PopReader process.

IT
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Services

File  Action 'iew Help
= ||AEFRER 2E > 8 0w

% Services (Local) Services (Local)

Semantica POP Reader Name Status Startup Type | LogOnds | A&

SEMANTICA_DMS@orcl %Remote Procedure Call (RPC) Locator . Manual Metwork 5.

Hatiihe seriia %Remote Registry Started Automatic Local Service

‘@ %Removable Storage Manual Local System
%Routing and Remote Access Disabled Local System

Description: %Secondary Logan Started Aukomatic Local System

ggm:ﬁ'}c{z;?&%&gﬁgl %Security Accounts Manager Starked Automatic Local System
%Security Center Started Automatic Local System
%Semantica Mail Archiver SEMANTICA_DMS@orcl Manual Local System
%Semantica POP Proxy SEMANTICA_DMS@arc TManual Local System
%Semantica SMTP Proxy SEMANTICA_DMS@orcl Manual Local System
%Semantica Tomcak SEMANTICA_DMS@orc Aubornatic Local System
%Server Started Automatic Local System |
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